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(54) CIPHER COMMUNICATION EQUIPMENT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To delivery an updated key which is 
simple in security in the cipher communication equipment where 
a common (secret) key block cipher is applied to cipher 
communication and cipher key delivery. 

SOLUTION: When a key is updated, a transmission station uses a 
spare key as a new cipher key, a spare key generated by a 
generating means 1 5 is used as a new spare key, the spare key is 
ciphered by the cipher key and transmitted, then transmission 
data are ciphered by the cipher key and the result is transmitted. 
In a reception station, the spare key is used as a new decoding 
key, the received ciphering key is decoded as a new spare key, 
and then the received ciphered data are decoded. The same key 
is used for the cipher communication and key delivery in 
prescribed security by always preparing the spare key to be 
updated periodically. Since the key to be used for key delivery is 
always unused, security is high and the labor and time for 
managing the delivery key (generation and update) is omitted. 
Furthermore, it is not required to decide previously a timing of 

updating the key between the transmission station and the reception station by deciding the timing of 
updating the key, depending on the spare key and a plain text and the timing of updating the key is at 
random, then information for facilitating decoding is hardly specified by a wiretapper. 
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io 

[ 0 0 4 4 ] ^ 2 ©HKfa1f.#©32«. !g 2 ©&t»#a 

to 04 5 3 ^2o*ijk#S33«. m2<D®mz&^& 
<ov$><o, WkMt. isl^ieit#©32(ciatg$^-cc»5 
3 n-ct > s wmmmzm 2 cDBgett^gt 32<cK£ 1, , 

W2 (DMW^mvlcJSmteZ MS® 0 . fr«H$rtit#8£ 
B»fflHREtt*R34«:l6J»-r Slftff i . 0 2 ©@&ieti 

£tf*aijrr&Mf&fcfT &5 *>©-e. rom^ram* 

Pmi>tc-? 4 iruW mKCPU-DSPf 
fc*ij»rr^3 >; XA*7-n ^ALfcWffiL s I <h 

Ltc<b<Dvmis.2tiZo &m®$i±mm<Dm%nt. st2 
©M£rts$Biatt#fa34#>6$e*;**iT < zmmmmzm 
2 ©@^iatt#©32©sftp^±i©fii{c±# mci 30 

fc/ct, SMIsI^LhKfii^Olil-CUSfftf^ 

0 ?f &fcftBt#jimtKs§«:^T o act » & i,» 9 nib#£ d 

■S/ctotC . g«@SJt±KffiA5 0 @*>-t?j©lllg:© ilrtc 

tft©*8ii8B4flllS?fiI«> *£©jifi£IKK:J:gifc£-f 
S^S-C&S. fgfftf$SiUr«^fitil-f»^5:?:fflt>S 

c^a^ens. ^«ii*fflt^K:«. m2<ommt 

£fc«f£JI) frh-imWv h*IH2©M$rtt$RiBtg 
#KKM-r*. ¥:£©*§^tctt. ttEff«(c*tn(cS 

At/?* 1 oa^^is&ca^ti/fcv&etts^ 
s (M&K&usfcix&ji) *>h-mbwv urn 2 

3tr*C4*»-C*. WpL«8fcf5> h«:rtltf0~25S@ 

©®HtcftS-e£&,, 

[ 0 0 4 6 3 IS 2 ©M»t#Siem#S34{i. ESrt&#g* 

ett-rs w*.«ram«-c*i«s*i4. so 
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[0047] ^2©^«^fett#©35«. TOHi^ett 
[0048] a-^Miatt#S36i*. m^m*izm.-?z>j 

[0049] 02©$fl®^37«. EfrlBteOilftteS 
ROM^RAM^rtlLfcv^^D^D-fe-y 

^AUfcManusLs i 4Ufct©-c«fiS$n^. ftj 
02©?«fflia(g^©35{c^*fatisn-ct^^ 

{f^*$r*I«^« 4 U -ca-^iett#S36«:lte3l L/ . % 
vxm2 ©^ffiS^BtS^etClgai^i. 

[ 0 0 5 0 ] m 1 ©a»ft*a38tt. «#s^ts*S36 

ROM^RAMfcrtl^fcv^u^a-te 

macpu • DSPi¥{cBi#rjt3 , ;XA*7"p^'7 

ALfcBf##fflLS I 4 0fcfc©r*fiSi**l-5. 

L. ROM^RAM^rtjll-fcv-^p^n-tz*-^ 09 

iSCPU • DSP^K:Bg-^T;l'=fyXA5r7'py7A 

-rsotflBMr&titf. gm^4B8(c8W>a»6iig## 
ffl©LS I 4l/TPai63nfc*>©%ffiJl-r*C4fet?S 

s. #»?mH&*t4i,T#a (««) n^a ? 

fBW*flHr»r*J»). f©i»tltDES • FEAL 
• I DEAfW6tl5*i, £©«#*ffl(,»T*>*» 
WfcHWfrC** 4#it 6ns„ 
[005 1 ] H2©«^b^K39tt. fg-Sf«IBl£^®36 

«cfa«34ifca-f«*fflt»-csi*ffi#jb-r-5 &©-c& 

[0052] tH2rtKF40tt. Sflmc7 r <-»<DHi2)£ff 

& 5 fc©r* 9 . 3*^^-r«fiS3nrt»s. 

[0 05 3 3 «±©«fc 5CC«iasStifcllWafl«6«tt:o 
t>T s 03 4^4£fllt>-C. -€-©SWt4SiWr4. CC 

3(c-^t>-ci^Bj-r^. 

[00543 «j»k. A*<b ursm^jim-r^aM 

[0055] Xf5/^1 • 2ttt, 0 1 ©W-Ifc^&ll^ 

A*ibrsi{i7 r -$*s3iie.nr*fcc4*iii2L/> « 
i <o@»iBii*si2«:iBiisnrt»4js«ia«K 1 «r»n 

[ 0 0 5 6 ] Xf ? ^3-C«. 9 1 ©H^iaig^©12K: 
KttS*iri»*a£fi@SfcJ:IRffl*«L«TC*ti«±Blffl 

[ 0 0 5 7 ] ? ?4 tb. 9 1 ©H£fciat£.#!S:i2K: 



u 

±xm i ©$Dffii*©i3{ci «3tB#«c»Tsn*SMSf ^ 

[005 8]^f-^5 m 1 ©MfrtitfSiBtf^S 
i4«:lBlg$n-ci,^HiW#S*m 1 ©U»l2tt^ei2© 

[005 9]Xf ? 7-6 -C«. m 1 ©^<fSfat§3MRl6 
KIB1£3ttTU£^Ifr££r«B§-^<!: O-CBg-^i^Blt 
#Sl7«C^^^. 

[0060]Xf^7 -C«> £E££&15T^Hif ^(g§ 10 

[0 0 6 1 ] 7,t--j-?Z~C\L 7.7-v7TC£MZintc 

^mm^m^im^ oxm i (D^mmm^metm 

[0 06 2] ?7'9-CIJ, 7"8-C^2©Bg^ 

{t^S2otc^i$n^it^*Bi#^iatg^©i7K:gB^ 

[0 0 6 3 ] Xf-v ?'lQX\Z, 7~9X&}&Zintc 
Bg^{b^fflii*§M^K:2im^^.^^^7-ii-c«. m 

mm%i*nzmi<Dmmin®3i&m&i4icm&tz. * 20 

[0064] m4tcz>^xmi?z>. Xff^l~4t 
-C*iHMif Vn -b X -s<D^f *«BfT * ^ □ Hz X X$> 

[0 06 5] • 2-Ctt. m2<D3t&^m3tifi 

[0 06 6] X:r?:/3tni. Sfl2©«»r3M833#lfl2 30 

commzm^m 32cci att snn> &$M&jbmfB# l 

[006 7] Xf^^ "CM:. JfS 2 ©IH^IBti#e32tC 

i ate s inx ^ z &m®$Lkmm&m 2 <Dmsasai&m. 32 

Kiatfci* tlX OSgffSifc t&mwm.<0±m.M* Jt& 

mt±x m 2 (Dfum^mncii k> mmicmr 3 n zmm 

ffiy'n-texx$>&. 

[006 8Uf77'5 -CW. JB2 ©H£Hf $Btalt#K 40 
34tcfBtf. 2 ttT t,>£ B$fft#B£lfl 2 ©lel^f BH*®32<D 
SfIlliSLfc.PE«i&cS#iAtf. 

[0069] ^f?- 7 6 ^ 2 <Z)?flMEtt&835 

[ 0 0 7 0 ] Xfv 7"7ttt. gffiLfcBg-SfiMHl^S: 
SI 2 ©«-^{b^©39{clto^-r 
[0 07 1 ]Xf 7 7 r 8m ? :7"7-CiB£l<fcB§ 

mt'mmzm 2 ©s-^t^©39-c«-^nfatg^©36{c 
latg^tirca^^fflc^-ca^b^-s. 

[0 07 2]^f77 , 9TB. Z.f'vV'SX'&miZtl 50 
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[oo73]x^5» yxB. mmmnm&w-jctf^ffi 
m&xmfztiz* a s>$wm&s. ^mmx$>ti 

mzzmmt v xm n s utc&icnii $ n 
s. 

[oo74is5tt. ^t^ism^^M^/cBg^a 
i*. iifs^©Atb*^2i<!:sm^©Ata^^3o©g 

i8$3©@Wb©;fc«>K:§fIJlte l #U#>inUTVfcu 
^tfgifc^-c. &mm&ffiJm<DJ:'}rj:m&i>3iZ.X<,> 

£x<D&wtmmx&z. mmmit%mm<D-t 
mmmmmzftK &<dx. mtmmm&t 
mmm$i.±.m.m*&{gm c t (c^w-ctae o 
6tti>. mmm<DWii<D®8i&m^&£mi<D 
^ffi«tatf.#s<b® i ©Bt#iifats#^»-en^ns 

*$ffi.LX*s<. 

[007 5] I5g±©a.ft*<!: L--C«. £{fJl©S& 1 © 
H-^ISru S?l ©«Sr#iai3. mi ©SWIM31& * 
BX#Si5. ^ 1 ©Bg-*Hb*&i9. ^2©Bg^b^f220?r 

Mi>©r. ttt6{c^S*^j:wn« — ?<D7^D^at 
fit- -c^fflTS©*sM*LU. £rc. Sft^Koc^r 

fePI«(C^2©tf-^g31. ^2©«W^©33. ^2© 
!Wffl)#g37. ^lWa^b^SSS. »2©«^b^39 

[oo76]06ii7tt. &mmwm<>ci5Vz>m<Dm 
mz^vtct><Dx> m*ft&Mmwm. mijft&movi 

ioo77]§6 icTjk-t&mmom-gumTcDJ: *> ecu 

[ o o 7 8 ] tttt: i «. a«*tf tt 5 wo»«a»r 

PB#tc|i £ JESrT ^3M«HI^*s<fc ^{10»©±E<»© 

»«s#=&^ffi^ t&mm<Dnix&%.L xis < . 

[ 0 0 7 9 ] : 2 (i. ^©Bg-^iUlttSI-C* <0 . 

Bt^^tatf.^i8©Bg^giA -ciB^afi*t¥«c c ». m 1 © 

^«^falt.^©ie©^^iB{*^L/)&:l^ itKIlHllSEtf 
[ 0 0 8 0 ] 3 i*. ^©IIKirt^g-C* •? . m 

i ©^«matt#&i6©^«HB££f«B£-*fgi<!: ornt 
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4Kwrs,, 

[0 0 8 1 ] tt«:4tt. Bf^jHHflBr* >J . Bg-StH 
[0 0 8 2] tm:5B«BSffttttrc*D. miC^Hl 

•rs. 

(0 0 8 3 j ttSzeu. B§m&mvm-e#>*). B§*m 
isis#ei7©Bi#iicrBg#iift^T^t^ m\<D^m 

[ 0 0 8 4 ] m 7 icmT&mm<Dm£iz> jut© <£ 5 tc 

{ 0 0 8 5 ] tt»: 1 B. jifl|*tfSc 5 tt©MI8l*-C 
[ 0 0 8 6 ] W&: 2 B. &flj©&§# ilfltKJg-C* 0 . 
[ 0 0 8 7 ] tftB: 3 B. S83©8M£rttiSrca 0 . * 

2 ©^«at Ett 3 5©^«n b tmmmm tuxm 

<HBEtt*K36fcKaii/r«5«B ir*. iot, a 
^A««BH3*ifcCiKfc4. *«cBHWbC*«« 
L/. a#SBra-^{bLrfr«^«^iLT^2©^« 

Ell#«36fl!)8[<WIB-CW»afll*tfttW». 312 
Mt#«35©^Hi«Cttfltf8Lft«,». «SH«W*-S 

[008 9] tKSS:5B. ftK»rtftBr*9. 312©? 

ffi»iets*&35©F««c zmmm^mt Lrm^ma 
sic -ca#< b l rffs^fita iot»2 ©^«§tf attit 

[0 09 0] tttt:6tt. Hg^ilfUKSS-C* 0 , a^& 

e«*«36©«*wc -ciir*ie*fT«cir». mz ©p« 
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[0091] g&tc, se*©nf^ji<iga£*iK8©g 

(c*il&tiS*>«||i91-*-*. *JH!t?ll. MSM*? 
<=>* Ci«:«fc»)B^ffl©atE2lffl©SI* — 3®at^ 

*(,?<.»«. c©^rffiBE3Sffi©siKBi#jimcc5fcfieffl 

9tt3c£ttJW*i>. fc/ii, £&&#«fr?fi!©a&JKR 

10 ^Ltl^i, 530CCiBiiffi©&£ffl;t-rSiS^J:9 

LifiU. m<DWMo>$4 
s>y*5>yA{cr*Ci(cJ:»). fHI&*Bg#<bt, 

*:BWS:*i*3ei/ji< or**, i/cimt, sitcsis 
B. *R9i©gc£tt©3W*is< a ■»rt»< ojtn**^ 

[0092] ±IB© J: 5 «c. *»9!©# 1 ©99t©»» 
IBK O . S«Bg-^b^ «tt««#irctt# U ***** 

©^r^ffiii^iffill-r^or*. MB&z>££tt*IK< ft 

■5. 

[0093] C^2©H*fi©^J8)*l8W©^2©|IS6© 

ffig!IEtS^I9:«:^*L/, aBBfWBRK. Bf^{b^«BSilB 
30 «*©©Bg-^b^Hia*a^|-Cffi#Lfcfe*iS:ir«a 
•^Hi bra#iHBtg^S«:i|£^T€.Bt-^jl«^g-c* 

[0094] m2<Dmm<DBm<Dv&*mm&m.#> m 1 
i ttmmo s * nett l r *$ * . a-^si iottffl-rs 

[0095] 18(2. *¥£W(Dm 2 ©HJt©^.®©Bf# 

»2©ft**S3l. ®2©[Hl^!lBtt#l53 
40 2. S2©«#©33. »2©Mfrtf|glBti#©34. a 

S39. ffi^j»^4(Xi > Jsri©Sdt«wB*4i5H;-c**. 

[0096] IS^(b7fMMBtt^S3S». ^^LfcHf-^ 

fb^«® £fBtg-f s > * r * * . 

[0097] JS2©fWiSI#&37B. Mifl§^©jia]«r§ 
■c**. fljfttc. Bg^b^«lillBtg^e35©B§^b^fil 

A«92©a-^<b^et38tcigssi / . xicmsmbTfli 
m<Dmmnm 2 ©a-^b#S38«:jg^ u . ^«ca^b 

50 3ftfc^flte^a^£LTffi#mBtt#&36eclE 
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j8u *&KfkmLittswt*mm*mtim*Hi ! HM 
[0 098] jjt_hoD<t 'yicmi&ztiic^mmm&K:-? 

[ 0 0 9 9 ] X f ? ^ 6 T tt. Bg#{b^Hl£ii2tt#lg3 

s ■ ttiEtg $ tix k>* Bgmvpmmzm 2 ©a-^b*® 39 

[0 1 0 0 ] Zfvznxit. Xy-*j76T-mkLtcE§ 

[oioilxf^^STii, xf-^7rg^kSh 
fc^«igi*&r«a#8t<t L-ca-WWett^SaesKKiS-r 
*. 

[0102] SflLfcBf-SHb^flfit'S: 

i§-r*. 

[0103]Xf? rOUi. ff»BK««W3bMHI 20 
•5. ¥£©igi£K:«. «Bir*7««:*!pj«:S«l/fcS 
[ 0 1 0 4 ] 0 1 0 «. g<t«©&ffl{ltK!B«:*Ji:r*£i 

[ 0 1 0 5 ] «»: 1 «. ae*tf «c ^«r©»»aprc 

*9. «]A(CttA£. «B*«ArflN|{tLfcfflHi{bB 30 

<b^«^HBtt#e35-©Bf^bB»ffiffil/ftt». 

l/fc«j&rKtt : 3 MMfT *. 
[ 0 1 0 7 ] ttSS: 3 (*. «W©aMff«.«T* 0 . B§ 
#ffc J 3HWIIBlt*«35'©IS^tB*tt^fllAra-^ft 
L-C«#SlfBtS#g36{C«ii-rS„ iot. ffl^SlA« 40 
BgHSftfcCiKft*. »ldHKbC«Mll/. BHHfc 

S. MERttTit tt»:4(C#frT*. 
[0108] ttJ£:4 tt. Bt-^ii^ttST* 0 . a^S 

iB«#©36©a-^filBrBg#ii«*?f*t>. fc*Mfc*« 

i^B«*S35'©Bt#{bc»fiWL,fti,». ««@«a»— 

[0109]««:5B. &e§rt&Br«9. WWfc* 

<®^iati#S35 -©Bg-^fbc ««-9*b ?a*tt ora 
-sf^iBtt#®36CC!!£j2i-r*. i^t. a^BttflS£3 so 
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sm^ms-icSimi^Httimtu'c&m-rz,. mm. 

[Oil 0] ttfit:8tt. B*liMtt»r*«J. fS^SI 

£ Bf^jim«3£#££{clg 0 ii 5 ft 5 . 
[0111] _bIBC0«fc ^tc. *§zyi<Dm2<Dm&<oBm 

fiSiu/c©-c. 8*n§#<bo/ct8S-c«#-c*. laggi 
©ws (*ib> *'<m5^stzmms>vz>>&mm< ft 
*. 

[0 112] ftfc. ^l*i«fc^2©||]5S©^)i|-C« > 

ga^©a-ff«*{£ o r ffg^b L . MM^©Bi#@?rffi 
[0 113] 

IftWOWm) JU±©<fc5(c, *^aj{c«fcftlf. fff^il 
ffl^g*. ^!Bi£e£ccM$r3ft*^«g^&/&§:U c 
<MHWH*fflt>-c. ©l®*©»iBjSffl©«3isEK:ie#a 
«sc5^S^©^f^il«:ft4J:^K:ie^JiIHm?r«fl{ai-r6« 

<ft*<tk>58Mil#f#6ft*. 

[0114]**:. *^"C«. -oCD^fcgfB&iBg 

<ga <£j£ • jgi&f) 5r?f ft 9jS«*««r< ft* it» sasm 

[0 115]**:. ttiHW^tl/fcttttt? 

[0116] *fc. iMm*fe«^filsl^:^ 

®5I»{cao*:Ci*j^l-r*Ci«:j:»). SffiWKiSI 
KR*tftt9«fiStbfc©-C. teS*iS<ft*i<!:fc 
tc. BifrriilSSrtffTftftftT. a-1f-ecfiS*i*>*> 
e.ft<ft*il^«d**s»6ft*. 
[0117]**:, *»»-ett, «K#S«:«t*)I8lftll 

■C. tS«*s^#tC»l6ft * SJfm.ifii& < ft * i k >5 5a 
m^f#6ft*. 
[0®©fS#ft|»BJ} 

[HI] *«HJ©^ 1 ©HJfi©0SlCC*$lt *^m^©« 

[02 ] *&BM<om i ©Hifi©^stc*jw*sft^©^ 

[03 ] #&Bj<D|ji i <Dllife©^«C45W*SHt^©a 
^©ailfP^ia-H. 
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